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Course Outline

• Section A – A Brief Summary of Domestic Crash Testing Standards 
• Section B – Non-Domestic Crash Test Standards
• Section C – Crash Test Operation and Results
• Section D – Perimeter Security and Hostile Vehicle Mitigation
• Section E – Types of Physical Barriers
• Section F – Defensive Measures of Site Construction
• Section G – Active Barrier Product Choice
• Section H – Current Events and Applications
• Section I – Approach to HVM Checklist
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Course Description

• This course contains information that will take a designer through the 
history of crash rated barriers in the US.  It will outline the different 
organizations and testing criteria involved in certifying a vehicle barrier as 
“crash rated”.  You will be introduced to several aspects of perimeter 
security and Hostile Vehicle Mitigation.  This includes some of the design 
concepts and ideology to achieve the required security level.  We will 
analyze the different types of barriers, both crash and non-crash rated, 
that may be used as part of threat deterrence.  The course also offers 
some insight into the analysis of site-specific information that may help 
guide your decisions on what type of barriers to select.  Finally we will 
look at the current climate of vehicle-borne attacks and the security 
measures being taken to thwart them.
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Learning Objectives

At the conclusion of this program the designer will be able to 
recognize the following:

1. How the need for crash barriers in the US came to be and how the testing of 
those barriers evolved.

2. What the criteria are for achieving different crash ratings.  What that rating 
says, and doesn’t say, about a barrier’s performance.

3. General concepts behind perimeter security, Hostile Vehicle Mitigation and the 
different types of barriers incorporated into site security.

4. The definition, application and limitations of different crash and non-crash 
rated barriers.
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Introduction to Crash Barriers

• Beirut Barracks Bombing – Beirut, Lebanon – 1983
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Introduction to Crash Barriers (Cont.)

• Alfred P. Murrah Federal Building – Oklahoma City, OK – 1995
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Introduction to Crash Barriers (Cont.)

• On October 23, 1983 in Beirut, Lebanon the need for protection from 
hostile vehicles and subsequent demand for crash equipment arose from 
tragedy.  On that day at 06:22AM local time, two suicide bombers used 
vehicle bombs that killed 305 military and civilian personnel.  They drove 
two heavy-duty trucks through the concertina wire perimeter into the 
military compound at Beirut Airport, detonating their payloads near 
barracks filled with American and French troops.  It was the worst single-
day loss of life for both the French and American militaries in decades.  
Subsequently the United States Government realized just how vulnerable 
their facilities were to this kind of threat.
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What is a Crash Barrier?

• After the suicide bombing in Beirut, there was an immediate 
response to develop strategies and analyze equipment and 
construction methods needed to deter this type of attack.  In the 
early stages of this strategy development, they realized there was a 
demand for a security barrier that was designed to withstand a 
heavy-vehicle impact like the situation presented in Beirut.  From 
that notion, the United States Government’s need for crash or anti-
ram barriers had sparked to life. Crash or anti-ram equipment is an 
apparatus or barrier that is engineered to withstand the impact of, 
and disable, a moving vehicle that is attempting to break through a 
perimeter.
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The evolution of US crash test standards.

A Brief History of Domestic Crash 
Testing Standards

SECTION A



Domestic Crash Testing Standards

• After the Beirut bombing a number of different US Government agencies 
engaged in their own testing to determine the effectiveness of different 
barriers.  However, most departments were testing under very different 
parameters compared to one another making any findings unique to that 
department’s specifications.  For example, the Navy was testing impacts 
of a 10,000lb truck traveling at 18mph, the Marshal Service was testing a 
5,000lb truck traveling at 30mph and the State Department was testing a 
15,000lb truck at 30, 40 and 50mph.

• A lot of confusion came from all these different standards in testing.  A 
barrier that could pass one department’s test might not pass the test of a 
different department.  It was apparent that there needed to be a 
standardization of how testing was done.
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• Most branches of the federal government decided to embrace the testing 
standards put forward by the State Department’s SD-STD-02.01.  This 
standard was the most comprehensive and relevant to the threat.  It was 
finalized around April of 1985 and was the first universally accepted 
testing guideline in the United States.

• The test incorporated a truck with a total weight of 15,000lbs. The test 
barrier was installed at the crash testing site according to the 
manufacturer’s drawings and installation manual.  The truck would be 
towed using an external cable and achieve a speed of 30, 40 or 50mph 
depending on the test, and strike the barrier perpendicularly at 90°.
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15,000lb Standard Cab Truck
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Department of State – SD-STD-02.01
April 1985 (Cont.)

• DOS set up ratings based on the speed of the vehicle and the distance of 
penetration beyond the barrier:  

– Speed/Impact Rating:  The “K” rating of K4, K8 or K12 is based on the speed 
that the truck was traveling when it struck the barrier.  But in truth, a more 
accurate description is that it’s actually based on the kinetic energy of the 
impact between the moving 15,000lb truck and the stationary barrier.  K4 
represents 451 ft.-kips of kinetic energy for a 30mph impact, K8 represents 
802 ft.-kips of kinetic energy for a 40mph impact and K12 represents 1250 ft.-
kips of kinetic energy for a 50mph impact.

– Note: A kip is a unit of force used by US architects and engineers that is equal 
to 1000 pounds of force.  So (1) ft-kip = 1000 foot pounds of force.



Department of State – SD-STD-02.01
April 1985 (Cont.)

– Penetration Distance: This was measured based on how far the front of the 
truck passed beyond the leading edge of the barrier.  There were three “L” 
ratings for vehicle penetration:  L3 penetration rating means the barrier 
stopped the vehicle with less than 3ft of penetration, L2 means a penetration 
between 3ft and 20ft and L1 means a penetration between 20ft and 50ft.  The 
penetration ratings were set up this way because government facilities 
inherently had different security requirements based on who or what needed 
to be guarded.  The varying penetration ratings reflected this need for 
different levels of security.  The “L” rating was a reference to the security level 
required for a given location.  L3 sites were the most sensitive and required 
the highest degree of security, and therefore they could afford the least 
amount of penetration.
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Department of State – SD-STD-02.01
(Cont.)

• March 2003, Revision A: 
– This revision to the original standard had a couple changes to it.  One change 

was that the penetration distances would be measured in meters.  So an L3 
penetration measured between 0m and 1m, an L2 measured between 1.01m 
and 7m and an L1 measured between 7.01 and 30m.

– The other change was how the penetration distance was measured.  It would 
be measured from the beginning of the bed of the truck, not the front 
bumper. It may seem odd not to measure from the front of the truck; but it 
was done this way because if there was a bomb on the truck it would most 
likely be stored behind the cab.  Therefore stopping the bomb in the bed of 
the truck from crossing the barrier was more relevant than stopping the 
engine and cab.
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ASTM F2656-07

• Around 2007 the US Government began to work with ASTM International 
to develop a more comprehensive set of standards for testing vehicle 
crash barriers.  ASTM is an American company that establishes standards 
of construction, production and performance across a variety of 
industries.

• They instituted crash test parameters with four different vehicles.  A 
2,430lb small passenger car (C) and 5,070lb pickup truck (P) are tested at 
40, 50 and 60mph.  The 15,000lb medium-duty truck (M) and 65,000lb 
heavy goods vehicle (H) are tested at 30, 40 and 50mph.  
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ASTM F2656-07 (Cont.)

• All tests measure the vehicle’s penetration with the following scale:
– P1 is ≤ 1 meter
– P2 is 1.01m – 7m
– P3 is 7.01m – 30m
– P4 is 30m or greater

• Note:  The penetration distance for the 15,000lb truck continued to be 
measured from the front of the bed under ASTM.

• ASTM F2656-07, “Standard Test Method for Vehicle Crash Testing of 
Perimeter Barriers” was approved in 2007.  By working with the 
Department of State and the Department of Defense, ASTM developed 
testing methods and parameters that were very similar to those that DOS 
and DOD had been using.  The testing of the 15,000lb medium-duty truck 
continues to be the most relevant test when referring to vehicle barrier 
crash testing.
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ASTM F2656-15

• ASTM F2656-07 was updated in 2015 to become ASTM F2656-15 which 
addressed new and existing aspects of the crash barrier industry.  Some of 
those revisions are noted below:

– There were a number of new definitions added to better define parameters of 
the testing standard.  Additionally, many of the existing definitions were 
clarified for the same reason.

– The P4 Penetration Rating, a vehicle penetration beyond 30m, was eliminated 
due to lack of relevance.

– Some of the testing vehicles were changed or new ones added.  One of the 
new ones was the (C7) Cabover Truck similar to that used in European 
Standards.

– Clarified the point on the test vehicle where penetration distance is 
measured.

– Updates were made to some of the instrumentation used to measure and 
document the crash test.
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•These testing standards are from 
overseas but are still relevant in the US 

barrier market.

Non-Domestic Crash Test Standards

SECTION B



BSI (British Standards Institution)
- PAS 68

• BSI is an association in the UK helps establish standards, similar to the 
goals of ASTM in the US.  A “PAS” is a Publicly Available Specification.  
These are developed when there is an immediate requirement to address 
a market need about a particular product, service or evaluation.  A PAS is 
developed based on the consensus of a group of experts on the matter.  
PAS 68 refers to the specifications for vehicle security barriers and is the 
UK’s standard for testing and evaluating barriers with respect to Hostile 
Vehicle Mitigation.  It was established in 2007, but was updated in 2010 
and 2013.

• PAS 68 has some minor differences compared to the standards from the 
United States, but it is ultimately very similar.  They have testing for a 
variety of vehicle sizes; but as with the US, the medium-duty truck is the 
most relevant for vehicle barriers.  One of the more notable differences 
between them is the style truck that is used for testing.  It is a 7.5 metric 
ton (16,535lb) cabover engine truck which is more prevalent in Europe 
and therefore more relevant.
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7.5 Metric Ton (16,535lb)
Cabover Engine Truck



ISO (International Organization for 
Standardization) - IWA 14

• An IWA (International Workshop Agreement) is a document that is developed 
outside the normal ISO committee system.  It is developed to provide a quick way 
to establish a working agreement that is ISO recognized.  It is done with the 
intention of a full ISO Certification in the future. An ISO member body usually 
serves as support for the process which is a negotiation between the interested 
parties.  Together they come up with a working agreement for the subject matter 
and develop a recognized set of standards.

• The IWA standards are temporary and only valid for six years.  Before the six years 
is up the standard is often updated, therefore extending its validity another six 
years; or it is certified as an ISO Standard.  IWA 14 was established in 2013 to 
define important test factors for vehicle security barriers.  The US Department of 
State, Department of Defense, ASTM International and BSI we all participants in 
its development.  Today, there are numerous ISO member bodies around the 
world that recognize and participate in IWA 14 certifications.
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Crash Ratings Summary

• While all of these different standards may seem very confusing, the truth 
is they are all very similar.  There are minor differences in the test vehicle, 
penetration distances, how certain measurements are taken and how the 
performance is represented through alpha-numeric code; but ultimately 
the most important factor is the ability of the barrier to transfer the 
kinetic energy of the impact.  Here is a matrix that more clearly shows 
how most of the factors that affect the outcome of the test are very 
similar, and in many cases identical:
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Crash Test Operation and Results

• How are the vehicle barriers tested?  What’s the difference between a 
barrier that is crash tested, engineered and calculated?
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Test Site Operation

• When a barrier is being tested, a pulley system that is embedded in the 
surface of the testing area tows the test vehicle down a track at the 
designated speed.  Once the test vehicle is in motion, it is monitored by 
countless instruments. These instruments are capable of producing a 
detailed analysis of the crash test.  After the barrier has been tested all 
the pertinent data on speed, penetration, etc. is compiled into a detailed 
report.  An engineer analyzes the information, determines the barrier’s 
performance and confirms whether or not the product has achieved the 
desired certification.  If it does pass, the manufacturer will receive a letter 
of certification from the testing facility stating the parameters of the test 
and its outcome.  They will also be given copies of video, audio and all 
other instrument recordings and data collected during the test.  If the 
product does not pass or achieve the penetration rating the manufacturer 
was hoping for, this information can be very helpful in understanding 
what part of their design failed.  The manufacturer can then use that 
information to address any deficiencies in design and retest their product.
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Test-Site Video-Sequence 1



Test-Site Video-Sequence 2
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Explanation of Crash Rating Language

• A crash rating can be an essential certification.  A crash test is considered 
to be an “apples to apples” comparison of products because they are 
tested in the exact same manner. Some organizations, like the US Army 
Corps of Engineers, will not include crash products on their “DOD Anti-
Ram Vehicle Barrier List” unless it has received a certified crash rating.  
However, a crash rating is very specific.  It states the barrier achieved a 
certain performance level based on the exact parameters of how it was 
constructed and tested.  If changes are necessary on a project due to 
specific site conditions, like requiring different size footings for example, 
those changes mean the product may not exactly match what was tested.  
You may see products with different types of “crash ratings”.  Three 
variations are presented as follows:
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Explanation of Crash Rating Language (Cont.)

• Crash Tested: Per the requirements of ASTM 2656, vehicle barriers are 
tested at the discretion of the manufacturer to prove the stopping 
capacity under controlled conditions. The testing specifications are used 
to provide equal or nearly equal comparisons between the products of 
different manufacturers. The testing is highly regarded as the best proof 
of stopping capacity and can clearly be used to judge the performance of 
the barrier without further explanation.  It is critical to understand that 
crash tests are the highest form of evidence for the manufacturing 
company to prove the claims of their products.  From the manufacturing 
standpoint, the crash test represents a very large financial investment for 
a company to prove their engineering understanding of vehicle dynamics 
and the physics involved in containing the energy of an attacking vehicle. 
It is generally suggested to use barriers in the “as tested” configuration 
whenever possible to be assured of a proven result.
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Explanation of Crash Rating Language (Cont.)

• Engineered with Tested Products: Because site conditions or other 
external forces may require a vehicle barrier that is not exactly “as 
tested”; manufacturers and owners may need to change some aspect of 
the tested barrier to fit the location. Typically once one aspect of a barrier 
is changed, the product is technically not the same as tested and does not 
meet the ASTM F 2657 requirement…with one exception. If the barrier is 
identical in every way except the clear opening, and the clear opening has 
been tested in two lengths, and the results were the same with both 
tests, then the barrier retains the same ASTM rating for all sizes between 
the two openings.

• The most common change to a tested product is for the foundation to be 
modified because of subterranean conditions.  This type of modification 
can be calculated using data from the actual crash test and other 
information available to an engineer to verify expected results equal to 
the “as tested” foundation.
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Explanation of Crash Rating Language (Cont.)

• Engineered Product Based on Calculated Principle: Products in this 
category include barriers that are not based on crash tested products.  
Often they are special purpose designs that are engineered to contain a 
pre-described amount of energy in a non-conventional way. There are 
situations where a tested, or slightly modified tested product, will not fit 
as a design solution.  The cost of testing a unique, one-off design is usually 
a prohibitory expense. In this case it may be necessary to explore having 
an experienced firm prepare a design based on knowledge gained from 
previous crash testing.  It is important to remember that crash tested 
products are preferred because they have been engineered and proven. 
Barriers engineered based on tested products can be expected to perform 
well because they are based on tested components. Engineered products 
without tested materials to base them on may contain a higher risk of 
sub-par performance in actual impact conditions.
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Perimeter Security and Hostile Vehicle 
Mitigation (HVM)

SECTION D



Introduction to Perimeter Security 

• Perimeter security has two main goals:  To prevent unauthorized access 
by people or vehicles and to create standoff distance between publicly 
accessible space and the asset(s) being protected.  Natural and man-made 
defensive elements such as water, landscaping, elevated construction and 
walls have been implemented for millennia.  But the recent use of the 
automobile as a means of delivering a weapon created a major shift in 
how entities approached perimeter security.  Because of the increased 
prevalence of these types of attacks, and the now apparent vulnerability 
to them, the incorporation of crash rated barriers in perimeter security 
has grown dramatically over the years.  The formal evaluation, planning 
and construction of secure sites against this type of threat has also taken 
shape over the last few decades.  Architects and engineers now take a 
highly analytical approach at how a potential hostile vehicle could 
attempt to gain access to a secure area; and most importantly…what they 
can do to stop it.
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The Four D’s of Perimeter Security

• This is a design theory commonly used to establish a system of defenses 
against a possible intruder.  This system organizes all the different 
security measures and equipment based on what purpose they serve to 
guard the protected area.  For more details on managing these core 
defense concepts you can review ASTM F2781-15, Standard Practice for 
Testing Forced Entry, Ballistic and Low Impact Resistance of Security 
Fence Systems The Four D’s are:
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The Four D’s of Perimeter Security (Cont.)

• Deter – This refers to the first layer of defense against an intruder and 
typically involves products like perimeter fencing, crash or non-crash 
rated barriers and guard booths.  Deterrent measures are products that 
immediately make the protected target more difficult to access, and 
therefore deter most people from attempting to break through the 
perimeter.  Most crash rated products are incorporated into this area of 
defense.

• Detect – This incorporates both high and low tech products like well-
designed lighting, video cameras, motion detectors, infrared detectors, 
laser detectors and many others.  These are used to alert security 
personnel so they can take appropriate action to stop the intruder.
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The Four D’s of Perimeter Security (Cont.)

• Delay – These are measures taken that slow an intruder’s progress in both 
breaching the perimeter and getting to the secured asset(s).  This could 
be anti-climb or anti-cut fencing, an increased standoff distance or final 
denial barriers.  Final denial barriers are usually dormant subterranean 
barriers that permit daily traffic through an area but can be activated 
quickly, usually within a few seconds, to rise up out of the ground and 
stop a vehicle in an emergency.

• Defend – This usually refers to human intervention to stop the intruder.  
Deterrence, detection and delay all serve to either stop the intrusion from 
ever starting, stop the intrusion if there is an attempt, alert security if 
there is an attempt or slow down their progress if the perimeter is 
successfully breached.  All of these aspects help security personnel to 
then defend the asset(s) as the final piece of perimeter security.

39



Hostile Vehicle Mitigation

As increased perimeter security became a hot-button issue for many US Government 
entities they began what has become known as Hostile Vehicle Mitigation (HVM).  
HVM is the process of analyzing and incorporating design criteria and security 
products that aim to thwart the possibility of a vehicle-borne attack against a 
protected target.  While the initial design and use of vehicle barriers was intended to 
protect government and military facilities; their application has been spreading to 
several other market segments that are demanding higher levels of security.  This 
includes:  the energy sector, utilities, shipping/receiving, corporate offices, 
correctional facilities, law enforcement, transportation, communication, information 
technology and warehouse/storage to name a few.  The need to protect important 
assets, personnel, intellectual property, infrastructure and hazardous materials has 
brought these products to many different industries.  HVM challenged designers to 
study site specific characteristics in an effort to prevent or greatly reduce the chance 
that a vehicle carrying an explosive payload could break through a perimeter and 
attack a target inside.
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Hostile Vehicle Mitigation (Cont.)

• Threat Analysis – The first step of Hostile Vehicle Mitigation is 
establishing the threat analysis of a given location.  This is a study to 
define where and how that location is vulnerable to unauthorized 
vehicular access.  Part of threat analysis is determining the degree to 
which the people, buildings, equipment, technology, information, etc. in 
the secure area need to be protected.  The more sensitive these things 
are, the more demanding the security will be.  The inherent challenge for 
secure sites is that they are surrounded by a non-secure area.  Outside 
the secure perimeter, people and vehicles can move freely making site 
security more challenging.  It is in this freely traveled public space that a 
potential intruder will prepare their attack, so it is essential to look well 
beyond the actual perimeter of the site to determine how and where an 
attack could originate.
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Hostile Vehicle Mitigation (Cont.)

• Design Basis Threat – Once the threat analysis has been completed, 
designers then have the information to establish the Design Basis Threat 
(DBT).  DBT is a system of design criteria that are put in place to eliminate 
or dramatically reduce the threat of a perimeter breach. The DBT will 
incorporate a system of site construction parameters and physical 
barriers to achieve its goals.
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Hostile Vehicle Mitigation (Cont.)

• Access Control Point (ACP) – By far, the most vulnerable area for a secure 
site is the Access Control Point (ACP).  The ACP is where people who have 
clearance to enter the secure location gain that access.  ACPs can manage 
access for vehicles, pedestrians, or both.  The inherent need to get into 
the secure location subsequently creates its biggest security risk.  Crash 
barriers fulfill the demand for a product that can serve both as part of the 
perimeter and deny access of a hostile vehicle, but also permit access 
through the perimeter when needed.  They have become an integral part 
of the perimeter security system.
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Important References

• The majority of information from this section and throughout was 
compiled from larger, much more detailed standards of practice.  Those 
include:

– Department of Homeland Security - Standard Practice for Selection and 
Application of Vehicle Barriers

– ASTM F2781-15, Standard Practice for Testing Forced Entry, Ballistic and Low 
Impact Resistance of Security Fence Systems

– FEMA 426, Reference Manual to Mitigate Potential Terrorist Attacks Against 
Buildings (2003)

– US Department of Defense – UFC 4-022-02 Selection of Vehicle Barriers – June 
8, 2009

– ASTM F2611-15, Standard Guide for Design and Construction of Chain Link 
Security Fencing
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Types of Physical Barriers

Physical barriers come in a variety forms.  Many of them can be found in both crash 
rated and non-crash rated versions.

SECTION E



Passive Barriers

• Passive barriers have no moving parts and therefore are stationary.  Their 
effectiveness as a physical deterrent lies in their inherent ability to absorb 
energy from an impact.  Passive barriers are frequently used to secure 
areas of the perimeter that do not require or do not wish to permit 
access.  Some passive barriers can also be used in areas where you want 
to permit pedestrian access, while still denying vehicular access.
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Passive Barriers (Cont.)

• Perimeter Fencing: Perimeter fencing is probably the most common way 
to secure a property line.  Typically, a perimeter fence-line that is 6ft tall 
combined with anti-scaling measures like barbed wire will deter most 
pedestrians from climbing over the fence to try and gain access.  
However, the relative ease for a vehicle to break through common chain-
link fencing will sometimes make additional security measures necessary.  
A guard rail system can stop vehicular access, but pedestrians can step 
right over them and breach the perimeter.  Secure facilities will 
sometimes incorporate multiple types and layers of barriers to achieve 
their security needs.  Or they can use a single product that accomplishes 
this goal, like crash-rated fencing.  This is a reinforced fence that is able to 
stop a vehicle from penetrating the fence-line.  This product has the 
combined benefits of denying pedestrian and vehicular access.
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Passive Barriers (Cont.)

• Natural Barriers: This refers to objects such as trees, moats, ditches and 
berms (a steep-sloped ridge or embankment).  Many secure sites will use 
these features to achieve an aesthetically pleasing look that still provides 
a certain level of security.
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Passive Barriers (Cont.)

• Jersey Barrier: These are a concrete barrier that resembles an upside-
down “T” in shape.  If they are not bolted down, they can be moved from 
one location to another.  This does require some sort of heavy equipment 
like a fork truck or small crane.  However, unless they are bolted into the 
surface beneath them, they have a limited stopping power.  So the user 
must chose between portability and stopping power.  They are also an 
industrial, visually unappealing option for a barrier.
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Passive Barriers (Cont.)

• Bollards: Also known as fixed bollards, these are essentially a metal post 
that is secured to the ground with some sort of foundation.  Bollards 
come in a variety of shapes, styles, composition with a large variance in 
effectiveness at stopping vehicles.  Simple pipe bollards filled with 
concrete do little to stop a vehicle moving at speed and are simply parking 
aids. These are meant as a way to redirect vehicles, prevent minor 
damage to buildings or stop curb-hopping at low speeds.
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Passive Barriers (Cont.)

• Other versions of bollards are fully crash rated, able to stop large trucks at 
high speeds.  Crash bollards usually require a foundation of around three 
to four feet below grade in order to properly anchor the bollard into the 
ground.

• However, some crash rated bollards have been able to incorporate new 
technology like highly flexible spring steel which allows for shallow mount 
foundations of as little as eight inches.  Shallow mount bollards can be 
very valuable for designers and owners because they can be installed 
without disrupting preexisting elements below grade, such as utilities.  
This can simplify construction and reduce labor costs.
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Passive Barriers (Cont.)

• Crash rated bollards can be found at a variety of locations such as military and 
government facilities.  But like many other crash rated products, they are becoming 
more popular in different applications.  Crash bollards are prevalent in front of 
buildings like jewelry stores, banks and other similar businesses.  This is done to 
prevent “smash and grab” break-ins in which someone drives a vehicle through the 
front of the building to gain access inside.  

• Crash bollards continue to grow in popularity in and around public places like parks, 
shopping centers, retail/convenience stores, downtown areas, open air markets and 
along roads and bike paths.  Many municipalities and states across the country are 
providing funding for bollards and establishing legislation often requiring their 
installation for certain areas.  For example:

– California now offers property owners insurance discounts for having certain vehicle 
barriers on their property.

– Midfield, AL requires businesses to stall a barrier if the entrance is within 10 feet of any 
parking spaces.

– Malibu, CA requires any head-in parking spaces that are within 75 feet of an outdoor 
seating area to have a “vehicle impact protection device”.

– Miami/Dade, FL requires that head-in parking spaces adjacent to a storefront must have 
a concrete security planter and all windows must be placed between 24-48 inches 
above grade.
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Passive Barriers (Cont.)

Crash bollards are also very common for sports complexes.

• Crash bollards are incorporated in all these areas both to stop a non-
malicious, accidental threat like an errant driver and also the most 
grievous of threats like terrorists.

Bollards in front of a London Olympics Venue Bollards around sports stadium
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Passive Barriers (Cont.)

• Streetscapes: Streetscapes refer to everyday fixtures you might find along 
a roadway or in front of a building that have been reinforced to impede 
vehicular traffic.  These would include streetlights, benches, trash 
receptacles, parking meters and planters to name a few.  There are a 
number of companies that make reinforced or even crash rated versions 
of these items.  From a design standpoint, one of their biggest draws is 
their ability to blend in with the environment to create an aesthetically 
pleasing barrier.

Crash bollards 
as planter boxes

56



Active Barriers

Active barriers are those barriers that have some degree of moving parts to 
them.  They’re operation can be achieved manually by security personnel or 
automated through a motor.  These barriers are most often found at the 
vehicular entrance to a secure site, the Access Control Point (ACP).  They are 
found here because active barriers are part of the perimeter system that 
both denies entry of a vehicle and is the means of entry as well.

NOTE – Motorized active barriers are only meant to permit vehicular traffic.  
The industry safety standards UL 325 and ASTM F2200 dictate that an 
automated vehicle barrier should never be used to permit pedestrian access.  
A separate entrance is required for pedestrians.
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Active Barriers (Cont.)

• Gates – Gates are essentially an independent and mobile piece of fencing 
that traverses a road; it can open to permit access and close to deny it.  
They come in a variety of structural and operational types that include 
cantilever slide, swing, vertical lift, overhead slide, vertical pivot and 
rolling gates to name a few.  A gate is typically able to prevent both 
pedestrians and vehicles from passing through the entry point.
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Active Barriers (Cont.)

• Barrier Arms – This is a beam that extends across the roadway to restrict 
vehicle access that then usually tilts upward at 90° allowing access.  A 
barrier arm is typically not able to prevent a pedestrian from going 
underneath or climbing over the arm.  It is usually used in conjunction 
with a guard booth or gate to stop pedestrian access.
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Active Barriers (Cont’d)

• Sub-Grade Barriers – These barriers are built and stored beneath the 
ground in a secure housing and can then be raised above ground to serve 
as a vehicle barrier.  They include products like wedges, operated 
bollards, nets and beams.

• Plate Barriers – Plate barriers are similar to a wedge barrier except that 
none of their construct is below grade.  A mounting plate lays flat on the 
ground and is bolted to the surface.  It has a second plate that lays flat 
against the mounting plate that can be raised up at about a 45° angle 
which becomes the barrier.
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Defensive Measures of Site 
Construction

SECTION F



Site Construction Methods

Aside from manufactured products to help secure an area, there are a 
number of site construction conditions that can be incorporated into design 
plans that will deter a hostile vehicle.  Using the natural terrain, or 
manipulating it in a defensive way, can greatly reduce the chances of a 
possible intruder from penetrating the perimeter and reaching their intended 
target.
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Site Construction Methods (Cont.)

• Standoff Distance/Blast Distance: This refers to the distance between the 
public area just outside the security perimeter and the protected 
building(s) inside.  
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Site Construction Methods (Cont.)

• Standoff distance creates a number of security advantages:
– If there is insufficient standoff distance an attacker could stay on the public 

side of the perimeter, detonate a device and cause major damage to the 
secured area without ever breaking through the perimeter.  When there is 
sufficient standoff distance it denies an attacker this opportunity and forces 
them to break through the perimeter in order to inflict damage.

– This additional space will also allow designers the freedom to incorporate 
multiple layers of security.  Adding more barriers and obstacles between the 
asset and the perimeter.

– In addition, any intruder who has broken through the perimeter will have a 
much greater distance to travel in order to reach their target.  This additional 
time would enable on-site security more time to prepare for the incoming 
attack and give unarmed, vulnerable personnel a chance to move to more 
secure areas.
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Site Construction Methods (Cont.)

• Attainable Vehicle Speed: One of the biggest factors to consider when 
determining aspects of site construction is the attainable vehicle speed.  This is a 
measure of the maximum speed different types of vehicles can achieve for all 
available approach vectors.  For example, if a road that approaches the perimeter 
is long and straight any vehicle approaching has that entire distance to build up 
speed and energy.  This gives them a greater ability to break through the 
perimeter.  Because the ACP is the most vulnerable part of the perimeter, it is 
never recommended that it be situated at the end of an approach road.  When 
the ACP is off-set from the approach road, that vehicle would have to turn before 
striking the ACP.  This reduces their speed, affects their angle of attack and 
ultimately lessens the kinetic energy they need to break through a barrier.  
Another feature that can reduce a vehicle’s speed is the use of cumbersome 
approach roads.  Roads with a lot of sharp turns and awkward slope are difficult to 
navigate at high speeds.  These features will slow the intruder’s progress toward 
the perimeter or secured assets.  It is also possible, in an attempt to gain speed, 
these types of obstacles could cause them to lose control of their vehicle and 
crash.

65



Active Barrier Product Choice

Aside from the design criteria already mentioned, there are a few additional elements 
that need to be considered when choosing the right crash barrier.

SECTION G



Active Barrier Product Choice

• Cycles per Day: When an active barrier is operated by a motor, a very 
important factor is how many times the barrier will be used each day 
(referred to as the cycles per day). A crash barrier is usually a heavy duty 
piece of equipment that could weigh many thousands of pounds.  Crash 
barriers are not designed to be traffic control devices the way a 
traditional slide gates or traffic parking barrier arms operate.  Note that 
the barrier is not providing any security unless it is in the closed and 
locked position and repeated overuse of the barrier can significantly 
shorten the lifespan of the barrier’s components.  If high cycles per day 
are required, a discussion with the manufacturer is recommended to 
select the best combination of devices for their intended use.
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Active Barrier Product Choice (Cont.)

• Maintenance: This is something that is often overlooked when choosing a 
barrier.  Frequently designers are so focused on completing a project in 
the present that they forget to anticipate possible problems in the future.  
Maintenance deals with the periodic upkeep and repairs to a barrier 
system in order to keep it operational.  Most barriers require some 
degree of maintenance but the frequency and cost of this upkeep can 
vary greatly from one system to another.  For example, many barrier 
systems are built sub-grade.  Having mechanical and electrical parts below 
the surface opens these systems up to issues with water drainage, 
entrance of foreign dirt and debris and in cold weather climates they are 
subject to the corrosive nature of road salts.  Additionally, some sub-
grade barriers use hydraulic operators that could cause environmental 
issues if the hydraulic fluid leaks.
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Active Barrier Product Choice (Cont.)

• Security VS. Safety: As the use of crash barriers has increased, the debate 
about public safety has come up more frequently.  A major concern is that 
these crash barriers could be very dangerous for an errant motorist.  The 
fear is that a driver who makes a wrong turn could unwittingly drive down 
a road that has a crash barrier.  If the vehicle is traveling at speed, the 
barrier’s stopping power could crush any vehicle hitting them.  This has 
led to unintentional injury and death of drivers who are not maliciously 
trying to break through the barrier.
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Active Barrier Product Choice (Cont.)

• Crash barriers are designed to be closed before impact and should be 
used in a guarded area where there is direct supervision of the barrier. 
These barriers are not traffic control devices, any impact between a 
closed barrier and a vehicle at speed could result in severe damage or 
death to vehicle occupants. Crash rated barriers are considered a “high 
security” product and should be monitored by security personnel to 
reduce the likelihood of accidents. Many locations have decided to 
incorporate better signage, lights and highly reflective tapes to make 
drivers more aware of the barriers.

• Some facilities have opted for a different type of barrier, often referred to 
as a “reduced occupant risk barrier, to stop vehicles from entering a 
secure location without the trauma associated with most crash barriers.  
These barriers are typically stored sub-grade in a housing and can be 
engaged to pop up in an emergency situation.

70



Current Events and Applications

SECTION H



Vehicles Carry a Weapon
VS. 

Vehicles Are the Weapon

• One of the biggest changes for HVM is the recent change of strategy when 
it comes to using vehicles in attacks.  The original HVM defense was 
established to stop vehicles that are carrying an explosive payload from 
breaching a secure perimeter; but in recent years the vehicle itself has 
become the weapon.  Many individuals and entities, especially terrorist 
groups, have found using the vehicle itself as a weapon to be a much 
more practical and effective way to carry out an attack. 
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Vehicles Carry a Weapon
VS. 

Vehicles are the Weapon (Cont.)

• Building a bomb is very risky…
– The materials used are usually very volatile and dangerous.
– They also may be difficult to procure and can raise suspicion if 

purchased.
– Making a bomb takes a degree of training and knowledge that most 

people do not have and can be difficult to attain.
– There is a high degree of planning and secrecy required when using an 

explosive device.  This results in a greater chance that the attacker will 
get caught beforehand or fail to see the act through during the attack.
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• Many people have realized that using the vehicle as the weapon does has 
a lot of advantages.  It requires little training, minimal planning and is very 
difficult to predict.  These attacks are usually carried out in high-
pedestrian areas and frequently committed during celebrations or 
gatherings. Attackers look for these opportunities which create high-
density groups of pedestrians because it will ultimately result in more 
potential harm.

Vehicles Carry a Weapon
VS. 

Vehicles are the Weapon (Cont.)
74



Video Sequence: Vehicles or Weapons
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Approach to HVM Checklist

SECTION I



HVM Considerations

– Threat Analysis: This is where you quantify and qualify a potential threat.  
This will in turn help to select the appropriate vehicle barriers to be used.

– Performance: Determine the levels of protection needed for the asset(s) to 
be guarded.

– Access Control Measures: Physical Controls, operating procedures, 
hardware and software features used to allow, detect or prevent access.

– Requirements: Determine appropriate standoff distance to be operationally 
compatible with the barriers chosen.

– Response: Potential structural damage to the vehicle barrier from blast loads 
during an explosion.

– Liabilities: Determine the potential liabilities based on the decision to install 
crash barriers.

– Cost: Security expenditures are based on the value of the asset(s) being 
protected.  There is usually a direct correlation between the degree of 
security needed and the cost associated with achieving that level of security.
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Conclusion

• The US market for crash rated barriers started because of a military 
tragedy abroad.  This vulnerability constituted the beginning of a 
process to test and install crash rated barriers to increase defensive 
measures.  Since then the testing standards, designs, technology 
and application of the products has grown and evolved with time.  
Their use started at US military and government facilities but has 
since spread to many different areas of government, business, 
industry and public life.  As the world continues to change so does 
the manner in which these protective elements are used for security.  
Now, as domestic and foreign enemies seek to create a constant 
state fear by using vehicular attacks, we continue to employ these 
products to safeguard current and future generations from this 
threat.
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Questions For The Next Ten Minutes

• This concludes the course 
material.

• The following ten minutes will be 
for taking a short exam. You 
must complete the exam with a 
80% or higher in order to receive 
credit.

• Please make sure and print your 
certificates of completion either 
for AIA/CES or for state MCE 
credit.
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Course Handout in PDF Format
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• If you would like to save an 
Adobe PDF copy of this course 
please click on the link provided 
on this slide.

Reasons why you might want a 
copy of this program.
• To reference the material at a 

later date.
• If you are working on a project 

and need to access the 
information to refresh your 
memory.

• Great way of using to review the 
material while you take the test.

• Please click here to access the 
Adobe Acrobat version of this 
course.

Note: We recommend you create a folder on your computer and save all of 
Architect-Forum handouts for future reference.
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Quiz Instructions – Course Number-Quiz

• In order for you to get credit for this program you
must successfully complete the following short
exam.

• Pass for this exam is 80% or higher.
• Please make sure and print your certificates of

completion either for AIA/CES, or for state MCE
credit.

• Please print your Certificate of Completion upon
successful completion. You can print the certificate
from your A-F transcript any time after
completion.

If your colleagues can benefit from this course, please let them know. Feel
free to revisit the Architect-Forum LMS eLearning System to take additional
courses.



Accessing the Course Exam

To complete the course and get credit you must 
successfully complete the short course exam with 
an 80% or higher. Please click on the Test Button 
below to get started.

You must log into our website before taking the exam. 
(When taking the exam from the PDF.) After pressing on the 
link below, on the landing page please scroll down and press 
on the "Start test" Button to access the course exam.

Take Test From PDF Instructions

Don’t forget to print your AIA Certificate of Completion. Architect-Forum will process all AIA credits 
on your behalf. If you forget to print the certificate you can access from your Architect-Forum 
Transcript Center.

Take Exam

If you need help please email, call or use 
our online chat support.
If you need to see our help page please 
click here.
Note: Cookies and JavaScript must me 
enabled in your browser, see help link to 
make sure its set on your browser.

https://architect-forum.com/player.php?course_id=300&ext_link=1
mailto:katherine@architect-forum.com?subject=I%20have%20a%20question%20about%20Tymetal's%20AIA%20Course
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